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SUMMARY 

1. SUMMARY 

In accordance with the Data Protection Policy of Actividades de Construcción y Servicios, S.A. and 
Dragados, S.A.’s internal regulations, FlatironDragados has developed this privacy policy for 
internal publication in addition to the external Privacy Policy published on the External website. 

 

2. PURPOSE 

This and the referenced policies govern the processes and procedures that FlatironDragados 
Canada, Inc. and its subsidiaries (“FlatironDragados” or “Company”) will follow to comply with 
applicable personal data and privacy laws, rules and regulations of the appropriate jurisdictions. 

The purpose of this policy defines the company’s internal requirements and guidelines for the 
administration, technical, and physical safeguard to ensure the privacy of information stored on and 
processed by FlatironDragados’s information, assets and systems. The policies also define, set 
forth the requirements, and inform general expectations for proper execution of FlatironDragados’s 
privacy program in accordance with applicable laws, rules and regulations. 

 

3. SCOPE 

This policy is effective starting March 31, 2025. It applies to the FlatironDragados Canada, Inc. 
including subsidiaries and JVs unless a more stringent and approved policy is in place. Officers of 
the Company are responsible for its implementation within their respective areas of control. 

This policy applies to all employees. 

The Policy addresses the following: 

1. Data Security 

2. Personal Data Protection Principles and Rights 

3. Processing Data Subject Rights Requests 

4. Deidentification of Personal Information 

5. Action Protocol for Personal Information Breaches 

6. Responsibilities 

7. Joint Ventures 

8. Standardized Forms 

 

DEFINITIONS 

As regards data protection legislation and this Policy, the following terms mean: 

Canadian Privacy Laws: PIPEDA, the Privacy Act, RSC 1985, c P-21 (where applicable), and any 
applicable provincial privacy and data protection laws, including (without limitation) the Quebec Act, 
the Personal Information Protection Act, SA 2003, c P-6.5 (Alberta), and the Personal Information 
Protection Act, SBC 2003, c 63 (British Columbia), each as amended from time-to-time and together 
with the regulations thereto. 
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Confidentiality incident: Defined as access not authorized by law to personal information; use not 
authorized by law of personal information; communication not authorized by law of personal 
information; or loss of personal information or any other breach of the protection of such information. 

Data Protection Officer: The individual designated as being accountable for FlatironDragados’s 
compliance with Canadian Privacy Laws. Without limiting the above, the Data Protection Officer is 
the person in charge of the protection of Personal Information for the purposes of the Quebec Act. 

Data Subject: The individual to whom the Personal Information relates. 

Data Subjects Rights: The rights of Data Subjects under the applicable Canadian Privacy Law(s) in 
the jurisdiction where the Data Subject is located. These rights are detailed in Section 5. Data 
Subject Rights. 

Personal Information: Any information about an identified or identifiable individual, including where 
there is a serious possibility that an individual could be identified through the use of that information, 
alone or in combination with other information.  

Personal Information Breach: Means the loss of, unauthorized access to, or unauthorized use or 
disclosure of Personal Information, including where such incident results from a breach of the 
security safeguards the Company is required to implement pursuant to applicable Canadian Privacy 
Laws (or from a failure to establish those safeguards), or any other “confidentiality incident” as 
defined pursuant to the Quebec Act. 

Processing: Any operation or set of operations performed on Personal Information or on sets of 
Personal Information, whether or not by automated means, such as collection, recording, 
organization, structuring, storage, adaptation or alteration, retrieval, access, consultation, use, 
disclosure, dissemination or otherwise making it available, alignment or combination, restriction, 
deletion, disposal or destruction. 

PIPEDA: The Personal Information Protection and Electronic Documents Act, SC 2000, c 5, as 
amended from time-to-time and together with the regulations thereto. 

Quebec Act: Act respecting the protection of personal information in the private sector, CQLR c P-
39.1 (Quebec), as amended from time-to-time and together with the regulations thereto. 

Recipient: A Third Party to which Personal Information is disclosed. 

Regulatory Authorities: The Office of the Privacy Commissioner of Canada and equivalent provincial 
authorities. 

Third Party: means a natural or legal person, or Public Body, other than the Data Subject, 
FlatironDragados, and employees of FlatironDragados. 

 

POLICY 

1. DATA SECURITY 

FlatironDragados has implemented reasonable administrative, technical and physical controls to 
maintain the security, integrity, availability, and confidentiality of Personal Data held or processed 
by the Company. 

 

2. PERSONAL DATA PROTECTION PRINCIPLES AND RIGHTS 

a) Overview 

Canadian Privacy Laws vary in different jurisdictions. In particular (without limitation) the rights of 
Data Subjects may differ depending on the jurisdiction where they are located and whether the Data 
Subject is an employee of FlatironDragados or a Third Party. 
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FlatironDragados adheres to the principles relating to processing of Personal Data set out in the 
legislation which require Personal Data to be: 

i. processed lawfully, fairly and in a transparent manner; 

ii. collected only for specified, explicit and legitimate purposes; 

iii. adequate, relevant and limited to what is necessary in relation to the Processing Activities; 

iv. accurate and where necessary kept up to date; 

v. kept in a form which does not permit identification of Data Subjects for longer than is 
necessary for the purposes of the Processing Activities; 

vi. processed in a manner that ensures its security using appropriate technical and 
organizational measures to protect against unauthorized or unlawful Processing Activities 
and against accidental loss, destruction or damage; 

vii. transferred to another country with appropriate safeguards in place; and 

viii. made available to Data Subjects and allow Data Subjects to exercise certain rights in 
relation to their Personal Data. 

b) The Data Privacy Officer 

The Data Privacy Officer Canada can be reached in three ways: 

i. Email: Privacy@FDcorp.com 

ii. Toll free number: (888) 353-3669 

iii. Mail to:  

Flatiron Dragados Canada, Inc. 

Data Privacy Officer 

   150 King Street West, suite 2103 | Toronto, ON | M5H 1J9 

In addition, anyone with a privacy concern or question can reach out to our Compliance 
Department who will consult the Data Privacy Officer as appropriate 

c) Right of Access 

Upon request, and subject to certain permitted or required exceptions pursuant to applicable law, a 
Data Subject is entitled to be informed of the existence, use, and disclosure their Personal 
Information, and must be given access to that information. In some jurisdictions, the Data Subject is 
entitled to receive a copy of their Personal Information. 

Without limiting the above, upon request, Data Subjects are generally entitled to:  

i. Be informed as to whether or not the Company holds Personal Information about 
him/her/them;  

ii. An account of the use that has been made, or is being made, of such information;  

iii. Be provided with information about the ways in which, and the purposes for which, 
his/her/their Personal Information has been and is being used by FlatironDragados;  

iv. An account of the third parties to which their Personal Information has been disclosed, 
including the names of the persons to whom, and circumstances in which, the Personal 
Information has been and is being disclosed. 

d) Right of rectification 

The Data Subject has the authority to:  

i. Challenge the accuracy and completeness of their Personal Information;  
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ii. Amend, update, correct or rectify their Personal Information when the information is 
inaccurate or incomplete (including if there is any error or omission).  

e) Right to withdraw consent 

Data Subjects are entitled to withdraw or vary consent to the collection, use, communication or 
disclosure of their Personal Information, subject to certain exceptions or requirements (such as 
reasonable notice) in some jurisdictions. 

Subject to applicable Data Protection Laws, a Data Subject may determine any reasonable terms, 
conditions or qualifications established, set, approved by or otherwise acceptable to the Data 
Subject with respect to the withdrawal or variation of consent. 

f) Right to make a complaint 

Data Subjects are entitled to address a challenge concerning compliance with applicable Canadian 
Privacy Laws to the Data Protection Officer. FlatironDragados will inform Data Subjects who make 
inquiries or lodge complaints of the existence of relevant complaint procedures.  

g) Right of deletion and/or right to be forgotten 

Data Subjects have the right to deletion of Personal Information that was not collected in accordance 
with applicable Data Protection Laws. 

A Data Subject may require FlatironDragados to cease disseminating Personal Information or to de-
index any hyperlink attached to the Data Subject’s name that provides access to the Personal 
Information by a technological means, if the dissemination of the information contravenes the law or 
a court order. Subject to certain conditions pursuant to applicable law, the Data Subject may also 
have the right to require that a hyperlink providing access to their Personal Information be re-
indexed.  

h) Right to data portability 

Unless doing so raises serious practical difficulties, Data Subjects have the right to require that 
computerized Personal Information collected from them, and not created or inferred using Personal 
Information, be communicated to the Data Subject in a structured, commonly used technological 
format. The information must also be communicated, at the Data Subject’s request, to any person 
or body authorized by law to collect such information.  

When a person seeks to exercise any of the rights described above, FlatironDragados, will follow 
the process outlined in Section 3. Processing Data Subjects Rights Requests. Given the tight legal 
deadlines for responding to Data Subject Rights requests, it is of great importance to deal urgently 
with requests for the exercise of Data Subject Rights. 

 

3. PROCESSING DATA SUBJECTS RIGHTS REQUESTS 

FlatironDragados responds to requests to exercise Data Subject Rights in accordance with 
applicable Canadian Privacy Laws. Such process generally includes: 

a) Request intake 

Requests to exercise Data Subject Rights must generally be in writing, and include: 

i. Name and surname of the data subject. 

ii. Proof of identity, where appropriate. 

iii. Description of the request, with sufficient detail to enable FlatironDragados to respond. 

iv. Contact address for notification purposes. 

v. Date and signature of the applicant. 
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vi. Documents supporting the request where appropriate. 

FlatironDragados makes available to applicants its standard form SF-01 Data Protection Rights 
Request, although all requests that are made in accordance with applicable Canadian Privacy Laws, 
in any other format, must also be processed in accordance with the procedure set out below. With 
respect to a withdrawal or variation of consent, such requests may be given to FlatironDragados in 
the same manner as the consent was given. 

Data Subject Rights requests should be submitted to the Data Privacy Officer. 

FlatironDragados will make every reasonable effort to provide assistance to Data Subjects who need 
help with a request to exercise their Data Subject Rights, in accordance with any applicable 
Canadian Privacy Laws. 

b) Consideration of applicable laws 

The Company will consider the Data Subject Rights in the jurisdiction where the applicant is located, 
and FlatironDragados’s obligations pursuant to the applicable Canadian Privacy Laws. If the request 
does not fall within the Data Subjects Rights under the applicable Canadian Privacy Law, 
FlatironDragados will deny the request. 

c) Request acknowledgement and identity verification 

FlatironDragados will acknowledge the Data Subject Rights request without undue delay, and 
generally no later than ten calendar days from receiving the request. In the case of an access 
request, the Data Subject may be required to provide sufficient information to permit 
FlatironDragados to identify the relevant Personal Information and/or provide an account of the 
existence, use, and disclosure of such information. 

The Company will verify the identity of the Data Subject in accordance with the following process: 

i. Match at least three pieces of Personal Information provided by the individual with 
information held by the Company (e.g., name, mailing address, and email address). 

ii. Confirm the Data Subject’s email address by sending an email to the account and requiring 
that the Data Subject click on a link or reply to the email. 

iii. Where appropriate based on the nature of the Personal Information and/or the nature of the 
Data Subject Rights request, FlatironDragados may request the Data Subject’s government-
issued identification. 

If, at any step of the verification process, the Data Subject provides information that does not match 
the Company’s records, the Company may deny the Data Subject Rights request for failure to 
properly verify the request. The Company should inform the Data Subject of the basis of the denial 
of the request, and provide an opportunity for the individual to submit further proof of identity. 

FlatironDragados will not collect more Personal Information than is necessary to verify the identity 
of the Data Subject and respond to the Data Subject Rights request, and the information provided 
to verify identity shall not be used for any other purpose. 

d) Consideration of relevant exemptions 

The Data Protection Committee will consider whether there are any permitted or required exceptions 
to the Data Subject Rights, in the relevant jurisdiction, including (without limitation) circumstances 
where FlatironDragados is not required or permitted to provide access to Personal Information. 
FlatironDragados will deny requests that fall within an exemption under the applicable Canadian 
Privacy Law. 

Exceptions to access requests should be limited and specific. Exceptions must conform to applicable 
Canadian Privacy Laws, but may include information that is prohibitively costly to provide, 
information that contains Personal Information about other individuals (which cannot be severed), 
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information that cannot be disclosed for legal, security, or commercial proprietary reasons, and 
information that is subject to solicitor-client or litigation privilege. 

e) Request validation 

FlatironDragados will review its files to confirm whether the Company holds or otherwise Processes 
any Personal Information about the Data Subject. If the Company does not Process any Personal 
Information about the individual, FlatironDragados will reach out to the individual to inform them that 
it does not have any of their Personal Information within its possession, custody or control.  

If the relevant Personal Information is within the custody or control of a Public Body, the Data Subject 
will generally be directed to submit their Data Subject Rights request to such Public Body, unless 
FlatironDragados is required to respond to the request directly pursuant to applicable Canadian 
Privacy Laws. 

f) Request Fulfilment 

I. Access and rectification 

In the case of an access request, FlatironDragados will take appropriate steps to identify all 
Personal Information, wherever and however stored, which is responsive to the request. The 
Company will provide access to such information, a copy of it, and details about the existence, 
use, and disclosure of such information to the Data Subject, as described at Section 2(c) Right 
of Access, subject to any permitted or required exceptions pursuant to applicable law. The Data 
Subject will be informed of whether, where, when and how access will be granted.  

Personal Information will be provided or made available to the Data Subject in a form that is 
generally understandable (e.g., if abbreviations, terms or codes to record information are used, 
an explanation will be provided). Where a Data Subject with a sensory disability seeks access 
to their Personal Information, FlatironDragados will provide access in an alternative format, upon 
request, if (1) a version of the information already exists in that format; or (2) its conversion into 
that format is reasonable and necessary in order for the individual to be able to exercise their 
Data Subject Rights. FlatironDragados will otherwise reasonably accommodate disabled Data 
Subjects, upon request, to enable such individuals to exercise their Data Subject Rights.  

FlatironDragados will generally respond to a Data Subject’s access request at no cost to the 
individual (or minimal cost where permitted by applicable Canadian Privacy Laws and subject 
to the conditions set out in such laws). Upon request, computerized Personal Information will be 
communicated to the Data Subject in the form of a written and intelligible transcript, if required 
pursuant to applicable Data Protection Laws. 

If access to some or all Personal Information is refused, FlatironDragados will provide the Data 
Subject with any notices required by applicable Canadian Privacy Laws, which may include: 

a) The reason(s) for the refusal, 

b) The relevant statutory provision on which the refusal is based, 

c) The name, position or title, business address and business telephone number of an officer 
or employee of FlatironDragados who can answer questions about the refusal; and/or, 

d) Information regarding the Data Subject’s right to a review of the decision and/or any other 
rights, remedies or recourses the Data Subject may have (together with the time limit, if 
any, for exercising same). Upon request, the Data Protection Officer will help the Data 
Subject understand the refusal. 
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When a Data Subject successfully demonstrates that Personal Information is inaccurate, 
incomplete or equivocal (or if collecting, communicating or keeping such information is not 
authorized by law), FlatironDragados will amend or rectify it, as required, as soon as reasonably 
possible. Depending upon the nature of the Personal Information challenged, this may involve 
the correction, deletion, or addition of information. Where appropriate, the amended information 
will be transmitted to Third Parties having access to the information. Where required by 
applicable Canadian Privacy Laws, FlatironDragados will also issue, free of charge, a copy of 
any modified or added Personal Information, or an attestation that the Personal Information has 
been deleted, as applicable. 

When a challenge to the accuracy of Personal Information is not resolved to the satisfaction of 
the Data Subject, including if FlatironDragados does not agree that the information is inaccurate 
or incomplete and does not amend it, the substance of the unresolved challenge will be recorded 
by FlatironDragados and/or the relevant Personal Information must be annotated to reflect the 
correction that was requested but not made, in accordance with applicable Canadian Privacy 
Laws. When appropriate, the existence of the unresolved challenge will be transmitted to Third 
Parties that have access to the relevant Personal Information. 

FlatironDragados will fulfill a request for access or rectification within 30 calendar days, or such 
other period as mandated by applicable Canadian Privacy Laws, with an option to extend the 
response timeframe on a case-by-case basis depending on the Canadian Privacy Laws in the 
relevant jurisdiction. 

II. Withdrawal of consent 

Where the Data Subject withdraws or varies their consent to collection, use, communication or 
disclosure of their Personal Information, FlatironDragados will cease collecting, using, 
communicating or disclosing such information, or abide by the consent as varied, as applicable, 
subject to any permitted or required exceptions pursuant to applicable Canadian Privacy Laws. 
The Data Subject will be informed of the implications and likely consequences of withdrawing 
their consent. 

III. Complaints 

In the case of a privacy complaint, FlatironDragados will take steps to fully, fairly, and impartially 
investigate the complaint. FlatironDragados will investigate all complaints, and if a complaint is 
found to be justified, the Company will take appropriate measures to address it, including, if 
necessary, amending its policies and practices. FlatironDragados will communicate the outcome 
of the complaint to the Data Subject and advise them of any remediation measures taken by the 
Company. 

IV. Other 

In the case of any request to exercise other Data Subject Rights, FlatironDragados will take 
such steps as are required to fulfil the request, and will inform the Data Subject of the steps 
taken to respond to their request, in accordance with applicable Canadian Privacy Laws. 

V. Documentation 

FlatironDragados will keep a record of:  

a) The date the Data Subject Rights request was received. 

b) The nature of the request. 

c) The name of the person who received the request. 

d) The date the request was fulfilled. 

e) Whether any part of the request was refused, and the reasons for same. Such records 
will be kept until the deadline for the Data Subject to submit an appeal or exercise any 
recourse available to them has passed. FlatironDragados will also retain any Personal 
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Information that is subject to an access or rectification request, or other Data Subject 
Rights request, until the time period for exercising any rights of appeal or review has 
passed. 

 

4. DEIDENTIFICATION OF PERSONAL INFORMATION 

Where permitted by applicable Canadian Privacy Laws, from time-to-time, where it has a serious 
and legitimate purpose for doing so, FlatironDragados may choose to de-identify or anonymize 
Personal Information in lieu of full deletion of such information. For clarity, Personal Information is 
considered to be anonymized if: (1) there is no serious possibility that an individual could be 
identified through the use of that information, alone or in combination with other information; and (2) 
at all times, it is reasonably foreseeable in the circumstances that the information irreversibly no 
longer allows an individual to be identified directly or indirectly. 

Personal Information will be anonymized according to generally accepted best practices, and the 
criteria and terms determined by applicable Canadian Privacy Laws.  

Without limiting the above, FlatironDragados will:  

a) Implement technical safeguards that prohibit re-identification of the Data Subject to whom 
the information may pertain. 

b) Deploy business processes either to specifically prohibit re-identification of the information, 
or to prevent inadvertent release of de-identified information. 

c) Not attempt to re-identify any anonymized information, or facilitate, permit or condone the 
re-identification of anonymized information. 

d) Contractually obligate any Recipient(s) of de-identified or anonymized information to comply 
with the minimum requirements set out above. 

In all cases where FlatironDragados relies on its de-identification and anonymization processes, the 
Company documents the specific steps taken to de-identify or anonymize the Personal Information, 
the basis for ensuring the information will not be re-identified, and the contractual language included 
in relevant contracts. 

 

5. ACTION PROTOCOL FOR PERSONAL INFORMATION BREACHES 

FlatironDragados reviews suspected or confirmed Personal Information Breaches to determine if 
notice to regulators, individuals, or other Third Parties is required in accordance with applicable 
Canadian Privacy Laws. 

Management of a Personal Information Breach that impacts Personal Information within the 
possession, custody or control of FlatironDragados will follow the following process:  

a) Detection. FlatironDragados staff will inform the Data Protection Officer about any possible 

Personal Information Breach or other incident related to the security of Personal Information that 
is Processed by FlatironDragados, by sending an email to Privacy@FDcorp.com, and the 
incident will be investigated. These incidents can be detected by internal controls or by staff 
notifications. If the incident is identified as a Personal information Breach, the action plan 
referred to in section c) will be followed.  

b) Assessment. The Data Protection Committee will coordinate all necessary actions to determine 
if a Personal Information Breach has occurred and to analyze the scope and impact of the 
Personal Information Breach. The Committee will then work with outside counsel to determine 
the appropriate course of action, including to assess and comply with any applicable legal 
obligations (such as reporting and notification obligations). 
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c) Action Plan. All of the above will be done in accordance with this Policy. 

 

6. RESPONSIBILITIES 

FlatironDragados is responsible for Personal Information: 

a) within its possession, custody or control, and for ensuring that it Processes all Personal 
Information in accordance with applicable Canadian Privacy Laws. FlatironDragados will 
implement appropriate policies, practices and procedures to protect such Personal Information 
and to otherwise meet its obligations under applicable Canadian Privacy Laws.  

b) that is transferred to a Third Party for Processing, and for ensuring that service providers 
Process Personal Information in accordance with applicable Canadian Privacy Laws. 
FlatironDragados will implement contractual and other means to provide a comparable level of 
protection while the information is being processed by a service provider or other Third Party. 
Without limiting the above, FlatironDragados will take appropriate steps to ensure that affiliates 
that Process Personal Information on its behalf will handle such information in accordance with 
applicable Canadian Privacy Laws. 

All staff and other people involved in Processing Personal Information on behalf of FlatironDragados 
are responsible for the protection of Personal Information and must:  

a) Comply with FlatironDragados’s policies and procedures for Processing Personal 
Information. 

b) Follow all relevant security measures regarding Personal Information protection.  

c) Refrain from accessing, using, or disclosing Personal Information unless required for 
performance of their duties or services and permitted by applicable laws, policies, standards 
and procedures. 

d) Keep Personal Information confidential and respect the duty of professional secrecy where 
applicable. 

e) Protect Personal Information entrusted to them.  

f) Facilitate Data Subject Rights requests, including (without limitation) cooperating in any 

investigation by FlatironDragados. 

g) Report any actual or suspected Personal Information Breach, or any other violation or 
attempted violation of any obligation concerning the confidentiality of Personal Information.  

h) Collaborate with the Chief Information Officer and affected departments in the prevention 
and, where appropriate, identification, notification and management of data protection 
security breaches. 

i) Cooperate with Regulatory Authorities or law enforcement agencies regarding privacy and 

data protection issues and forward any correspondence or requests from such authorities 
to the Data Protection Officer. 

Failure to comply with the obligations set out above may result in disciplinary action, up to and 
including immediate termination of employment for cause where appropriate. 
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7. JOINT VENTURES 

FlatironDragados carries out part of its activity through joint venture projects. In these cases, 
responsibilities and liabilities towards Data Subjects may be joint and several, regardless of the 
internal agreements between the partners. The joint venture must, itself, comply with Canadian 
Privacy Laws, including the data protection clause in the bylaws of the joint venture, where 
applicable. FlatironDragados will require all parties and the joint venture itself to implement the 
security measures required by the applicable Canadian Privacy Laws.  

The partner appointed by the Management Committee to provide administrative services in the joint 
venture (administration, payroll, Income Tax, Social Security), Legal Services or Health and Safety 
Service must comply with applicable Canadian Privacy Laws. 

 

8. STANDARDIZED FORMS   

IT-F01 Data Protection Rights Request 

 

RESOURCES / FORMS  

 

Input Documents:  (Policy, Guide or Example) 

IT-F01 Data Protection Rights Request 

 
 

 

Output Documents: (Form or Template) 

 
 

 

https://flatironcorp.sharepoint.com/sites/policiesandprocedures/_layouts/15/Doc.aspx?sourcedoc=%7b2fe636d8-3bba-4442-86bc-15dec6c6bcac%7d&action=interactivepreview
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